Circular of the State-owned Assets Supervision and
Administration Commission of the State Council

No. 41
To All Central State-Owned Enterprises:

The Interim Regulations on the Protection of Commercial Secrets of Central State-Owned
Enterprises have been reviewed and passed in the 87th director’s executive meeting of the
State-owned Assets Supervision and Administration Commission of the State Council. The
regulations are hereby issued to you; please implement them accordingly.

Central state-owned enterprises should attach great importance to the work of protecting
commercial secrets, speed up the study and formulation of related implementation measures,
ensure that the interests of the enterprises are not infringed upon, and promote the efficient
and effective development of enterprises.

State-owned Assets Supervision and Administration Commission of the State Council
March 25, 2010

Interim Regulations on the Protection of Commercial Secrets of
Central State-Owned Enterprises

Chapter 1 General Provisions

Article 1 These Regulations are formulated for the purpose of strengthening the work of
protecting the commercial secrets of central state-owned enterprises and guaranteeing that
their interests are not infringed upon, pursuant to the “Law of the People’s Republic of China
on Guarding State Secrets” and "the Anti-Unfair Competition Law of the People’s Republic of
China”, and other relevant laws and regulations.

Article 2 "Commercial secrets” as mentioned in these Regulations refer to operational
information and technical information that are not known to the public, can produce economic
benefits for the central state-owned enterprises, have practical value, and have been protected
by secrets protection measures carried out by central state-owned enterprises.

Article 3 Operational information and technical information of central state-owned
enterprises that fall within the scope of state secrets must be protected as state secrets in
accordance with law.

Article 4 Commercial secrets of central state-owned enterprises involving intellectual
property rights shall be managed in accordance with state laws and regulations related to
intellectual property rights.

Article 5 The work of protecting the commercial secrets of central state-owned enterprises
shall follow the guidelines of regulating in accordance with law and each enterprise taking



responsibility, making prevention a priority, emphasizing key issues, facilitating work, and
ensuring security.

Chapter 2 Structure and Responsibilities

Article 6 Central State-owned enterprises, in the work of protecting commercial secrets, shall
implement the legal representative responsibility system of the enterprise in accordance with
the principles of unified leadership and hierarchical management.

Article 7 The Committee for Secrets Protection of each central state-owned enterprise is the
operating mechanism for protecting commercial secrets, and is responsible for implementing
relevant state laws, regulations, and rules, fulfilling work requests from the higher-level
organs and departments for protecting secrets, and considering and deciding matters related to
the work of protecting the commercial secrets of enterprises.

As the office for handling the routine matters of the Committee for Secrets Protection, the
Office of Secrets Protection of each state-owned enterprise is responsible for tasks including
organizing and launching education and training on the protection of commercial secrets,
inspecting secrets protection, safeguarding secrets protection technologies, and investigating
incidents of leaks, in accordance with law.

Article 8 Offices of Secrets Protection of central state-owned enterprises should be equipped
with full-time secrets protection staff, responsible for managing the work of protecting
commercial secrets.

Article 9 Departments such as technology, law, and intellectual property departments of
central state-owned enterprises shall share the work based on the duties of the departments,
and be responsible for protecting and managing commercial secrets in accordance with the
scope of duties of the departments.

Chapter 3 Determination of Commercial Secrets

Article 10 Each central state-owned enterprise, according to law, determines the scope of
protection of its commercial secrets, which mainly include business information such as that
of strategy planning, methods of management, business models, restructuring and listing,
mergers and acquisitions, property transactions, financial information, investment and
financing decision-making, production purchases and sales strategy, resource reserves,
customer information, bidding and tendering; and technical information such as that of design,
procedure, product formula, production technology, production methods, and technical know-
how.

Article 11 Because of adjustments to the scope of state secrets, the commercial secrets of
central state-owned enterprises that need to be reclassified as state secrets must be classified
as state secrets, in accordance with legal procedures.

Article 12 Central state-owned enterprises’ commercial secrets and their level of
classification, the length of time of secrets protection, and the range of those with knowledge
of the commercial secrets, shall be determined by the department where the matter arises,
approved by the leadership in charge, and put on record in the Office of Secrets Protection.



Article 13 The classification of central state-owned enterprises’ commercial secrets, based on
the degree of possible harm to the economic interests of the enterprise resulting from a leak, is
fixed at two levels core commercial secrets and general commercial secrets; the classification
level should be uniformly labeled as “core commercial secrets™ or “general commercial
secrets.”

Article 14 Central state-owned enterprises can determine on their own the length of
protection period for the commercial secrets. Calculate a predictable time limit by “year,
month, and day,” and designate an unpredictable time limit as “long term” or "before
announcement.”

Article 15 Once the classification level and the period of classification of the central state-
owned enterprises’ commercial secrets are determined, items bearing secrets should be clearly
labeled. The label is composed of three parts ownership (such as the unit’s abbreviation or
logo), classification level, and period of classification.

Article 16 Central state-owned enterprises need to rigorously determine the range of those
with knowledge of commercial secrets based on work requirements. The range of those with
knowledge of commercial secrets should be limited to specific positions and personnel and
should be managed according to the extent of the secrets involved.

Article 17 The alteration of levels of classifications of commercial secrets, the length of time
of secrets protection, and the range of those with knowledge? of the commercial secrets, or
declassification within the protection period, shall be determined by the work departments,
approved by the leadership in charge, and put on record in the Office of Secrets Protection. If
the protection period expires or if the secret has been publicized already, then the secret shall
be automatically declassified.

Article 18 After the alteration of commercial secrets’ classification levels or the protection
period, a new label should be put close to the location of the original label, and the original
label should be voided in a clear way. If declassification occurs within the protection period,
the wording of “declassified” should be marked in a clear and discernible manner.

Chapter 4 Protective Measures

Article 19 The employment contracts between the central state-owned enterprise and
employees should include secrets protection clauses.

The secrets protection agreement between central state-owned enterprises and personnel
involved with secrets protection should clearly identify the contents and scope of secrets
protection, both parties’ rights and obligations, the time period of the agreement, and
liabilities in the event of a breach of contract.

Central state-owned enterprises should sign non-competition agreements with core personnel
involved with secrets based on considerations such as the extent of their involvement with
secrets. Those agreements should include monetary compensation clauses.

Article 20 The central state-owned enterprises which, because of work requirements, need to
provide commercial secrets materials to state organs at various levels, institutions that have
administrative and management functions, or civil society organizations and the like, should
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use appropriate ways to explicitly state the obligations to protect the secrets. The provided
materials involving secrets shall be determined by the work departments, approved by the
leadership in charge, and put on record at the Office of Secrets Protection.

Article 21 Central state-owned enterprises should sign secrets protection agreements with
related parties with regard to consultations, negotiations, technology assessments, results
evaluations, cooperation developments, technology transfers, joint venture investments,
external audits, due diligence investigations, audits of assets, and other activities related to
commercial secrets.

Article 22 Central state-owned enterprises, in the process of issuance of securities, listing and
disclosing information of listed companies inside or outside the country, should establish and
perfect the examination and reviewing procedures for the protection of commercial secrets,
and specify the secrets protection obligations of the relevant departments, agencies, and
personnel.

Article 23 Strengthen the commercial secrets protection of key projects, important
negotiations, and major undertakings of central state-owned enterprises, and set up, in
advance, mechanisms for secrets protection. Projects involving national security and interests
should be reported to related state departments.

Article 24 Departments (places) and regions with a relatively large number of individual
positions involving secrets, or those involving highly classified secrets, should be identified as
key departments (places) for commercial secrets protection or as regions involved with secrets,
and which should strengthen their prevention and management efforts.

Article 25 Central state-owned enterprises should implement control over the production,
receipt and sending, transmission, use, storage, and destruction of items bearing commercial
secrets, and ensure the security of items bearing secrets.

Article 26 Central state-owned enterprises should strengthen the secrets protection
management of computer information systems, communications systems, automated office
systems, and other information facilities and equipment that involve commercial secrets, and
guarantee the security of commercial secrets information.

Article 27 Central state-owned enterprises should include commercial secrets protection as a
part of risk management, formulate emergency response plans for secret leaking and
strengthen the capacity for risk prevention. When it is discovered that items bearing
commercial secrets have been stolen or lost, control of such items has been lost, or in other
such situations, measures to remedy the situation should be taken immediately. Incidents of
leaking secrets should be immediately investigated and prosecuted, as well as reported to the
State-Owned Assets Supervision and Administration Commission of the State Council.

Article 28 Against infringement of the respective unit’s commercial secrets, central state-
owned enterprises should, in accordance with law, assert their rights, demand a stop to the
infringement, eliminate its impact, and demand compensation for losses.

Article 29 Central state-owned enterprises should guarantee funding for education, training,
inspection, rewards, secrets protection facility and equipment purchases, and other work
related to commercial secrets protection.



Chapter 5 Awards and Penalties

Article 30 Central state-owned enterprises should commend and reward departments and
individuals who deliver outstanding performance or make prominent contributions in the
course of their work in protecting commercial secrets.

Article 31 When an incident of leaking commercial secrets occurs in a central state-owned
enterprise, that enterprise’s Committee for Secrets Protection is responsible for organizing the
relevant departments to determine responsibility, and the relevant departments shall handle
the incident in accordance with relevant laws and regulations.

Article 32 Employees of central state-owned enterprises who leak commercial secrets or use
commercial secrets illegally, if the circumstances are serious and the losses for the enterprise
are great, should be investigated and held legally responsible in accordance with law. When a
crime is suspected, the case shall be transferred to judicial organs to be dealt with.

Chapter 6 Supplementary Provisions
Avrticle 33 Central state-owned enterprises should incorporate these regulations into their
actual business practices, and formulate implementing measures or detailed work rules and

regulations for the protection of their commercial secrets in accordance with these regulations.

Article 34 These Regulations shall take effect on the day of promulgation.
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